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Impulse Reactor

Summary of Impulse

Impulse is a new digital distribution platform that provides all of the features and
tools necessary for a publisher to securely digitally distribute their PC software
anywhere in the world with outstanding reliability and a very good consumer
experience. Impulse is made up of 3 different components:

1. The Impulse client. The client is used by consumers to purchase, download,
update and interact with their PC software.

2. The Impulse Reactor. This is the back-end of Impulse, a series of datacenters
throughout the world that provide a wealth of features for developers and
publishers to securely distribute and extend their products and services.

3. Mylmpulse. This is a tool that allows publishers to quickly and easily manage
their software that is available online. Publishers can release updates, change
prices, manage serial numbers, manage activation status, create email lists, and
much more. This tool is still in development and only available internally at
Stardock presently.

This document covers the Impulse Reactor component of Impulse.

Impulse Reactor Summary

Impulse Reactor is a cloud of servers that provide all the features necessary for a
software publisher to publish and distribute their software anywhere in the
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copy protection, multiplayer match-making, Internet chat features, achievements,
virtual storage, account management and much more.

Digital Protection Framework (DPF)

Impulse Reactor combines digital rights management with copy protection in the
form of the digital protection framework.

DPF is designed to prevent piracy of software through two different methods:
1. Software Activation
2. Zero Day Updimg

When a user installs the program, they are presented with a registration screen ii
which they type in the serial number for that game or program as well as an ema
address. The serial number and email address are then transmitted to the Impuls
Reator servers to validate the user.
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Logo in this white area.

Activating... @ Games for Windows

Figure 1: When a user launches the game, they get the game logo screen. If the gi
has never been activated, it will say activating dte¢ bottom.

Product Activation

Please enter your email address and serial number to
activate your product. Thank you for purchasing!

Email

Product Serial Number

| Activate |

Figure 2: If the program has never been activated, it will ask them to type in their
email address and product serial #. This screen can be customized by the publishe

PUT IMAGE HERE

325.47kb/s 66% ;
e | () Games for Windows

Downloading update...

Figure 3: In the case of @ay protection, Impulse Reactor will updat@r provide) the
game's EXE. If the connection is slow, it will display the bandwidth and progress
(otherwise it will just show the progress bar). This eliminates first day piracy.
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Impulse Reactor looks at how often a serial # has been used per day, per week, per
month and per year as well as the geographical location of the IP used to activate it.
As aresult, it is very rare for a legitimate user to have problems with activation. In
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Cloud Multiplayer

Impulse Reactor also provides a host of multiplayer features as seen in Sins of a
Solar Empire, The Political Machine and Demigod. NAT negotiation and all of the
other features typically only found in expensive high end libraries and services are
available at no cost via Impulse Reactor.

Because Impulse Reactor takes careofalll £ OEA 1T ACi OEAOQEIT 1
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provides a game play experience that is similar to what users experience on a high
quality console title.

m ¢

Player stats, achievements, available games, leader boards, etc. are all kept track of
automatically. The data sent to Impulse Reactor and sent from it is in standard XML
and can be displayed in a variety of forms by the publisher (in game, on a website,
in email blasts, etc.).

Architecture

Impulse Reactor has been designed to provide the highest levels of robustness and
performance regardless of where the consumer is using it.

For example, in our testing with a major PC game publisher we recorded download
speeds of the zero-day updating to be 14 megabytes per second (not megabits,
megabytes) in Australia as well as in Germany for the same file. That is because
Impulse Reactor makes use of datacenters all over the world that automatically
route traffic to the closest, most responsive datacenter.

Implementation

Impulse Reactor does notrequire the publisher include a third-party client. Because
Impulse Reactor is server-based, its security is much more difficult to breach than
client-based solutions.

To access the Impulse Reactor features, developers simply make use of the Impulse
Reactor SDK which includes access to all of the Impulse Reactor APls. When
implementation is completed, the developer only needs to include two files:
ImpulseReactor.dll and ReactorActivate.exe with their software. The DRM / copy
protection features of Impulse Reactor can be implemented in less than an hour.

For titles de§igAned for ESD, Stardock is working on the Impulse Reactor wrapper.
4EA POAI EOEAO OEI PI U OEA xOADabldaddti@OE I
activation protection features of Impulse Reactor are automatically implemented.
Because Impulse Reactor does not require the Impulse client, publishers can use

Impulse Reactor as a universal solution for digital distribution protection because it
is platform neutral.
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Frequently Asked Questions

Does the Impulse client software need to be installed or running to allow
Reactor to operate? If so, how does this work?

0 The Impulse platform is server-based, with the client-software being
akin to a dumb terminal. The developer only needs to include the
ImpulseReactor.dll and ReactorActivate.exe with their distribution
(both tiny files). These provide the APIs that allow their game to talk to
the validation and platform servers.

How is Impulse vendor neutral? How will Reactor work or not work with

I OEAO OAT AT 080 $2- xOADPPAOO 10O i1 AOGET A

0 Impulse Reactor is more akin to a library, like Bink, which many
developers are used to. A developer can use any additional wrapper
they want whether it be SecuROM or anything else. The developer just
adds calls within their own code to APIs like CVP.Validate() that use
the bundled ImpulseReactor.dll to validate the license.

(Tx ATAO )i pOI OA o dyddhiniobg O AAOEOAOE

0 How is itimplemented in -software?

A The developer is given ImpulseReactor.dll and ImpulseActivate.exe
along with the necessary header files so that they can make
Impulse Reactor calls with the compiler. In code, the developer
makes use of the Common Virtual Platform (CVP) APIs to send and
OAAAEOA 8-, &£OiI i OEA OAOOGAOS8 )
coding point-of-view. ImpulseReactor.dll takes care of all the
interaction to and from the Impulse Reactor servers.

0 What levels of protection can Reactor provide?

A It can be as strict or as flexible as the developer chooses. For
example, the developer can insert CVP.Validate() z makes sure the
game has been properly activated z anywhere they want in their
code. A developer can also use CVP.Verify() to verify that someone

would break the copy protection z discussed more below).

Can the Reactor activation system be switched on/off server -side? Can its
tolerances (i.e., how many times pe r day/year/month and from how many
unique IPs) be changed server -side without changing game code?

0 The Reactor system is all controlled server-side currently. When a
game is activated, the server determines whether it has exceeded the
set tolerances;

0 these values can be changed on the server at any time. There is no
Ol I CEAG I-side stbde is vidul& rAake@he system less secure.
0 Thelicensing of Impulse Reactor does have certain minimum
OANOGEOAI AT 60 Oi AAEAOA Oi OEA '
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o0 Toan end-user it is seamless if they have an Internet connection. The
user is prompted to type in their email address and their serial

number. The email address allows the server to resend the serial
number to the user if they lose it.
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However, if the end-user does not have an Internet connection, then
the publisher needs to decide on how they want things handled. For
instance, Stardock does not use activation on its retail games until the
user tries to get an update or wants to play multiplayer. At that point
we know the user has an Internet connection. However, with our non-
game applications which are more heavily pirated, we activate on

ET OOAI 1 ACEiI 18 )& OEA OOAO AT AOI
presented with a hardware ID code which they must email to our semi-
automated server. The server will then email them back an activation
code so that the user can manually activate the application. No phone
calls are required (unlike other systems).

Has the system ever been hacked? How do you address this situation?

(0]
(0]

Any system will be hacked.

Impulse Reactor, because it is server based, keeps most of the security
AO OEA OAOOAO 1 AOAI 8BEABEG AADAD
has been patched.

Can Impulse Reactor handle subscription sales models? Can it validate that a

OOA0OB8 O AAATI 61 O EO EI AAOEOA AT A 06601 i

(o]

Yes, ET EAAO EO OOPDPI OO0 30AO0AT AEG ¢
(www.objectdesktop.com) subscription system today where all

accounts have expiration dates set internally.

There are additional reasons to use such a system besides subscription
models. For instance, if someone were to leak out a serial number or
wants a refund, Stardock is able to deal with these situations because
xA AAT DOAOGAT O OEA CAI A EOI i 00O
2ECEOO0G6 Al 11T x0O CAi A0O O1 CcAO A
have the ability to turn off accounts. We have used this ability to good
effect in cases of fraud where someone has used a stolen credit card to
buygameszx A8 OA AAAT AAT A O AEOAAI R
they were able to reach torrent sites.

How do mul tiple activations work? For example, if a user owns multiple PCs,
how would Impulse Reactor deal with that?

(0]

This is up to the publisher in how they choose to setup the number of
allowed activations, how often and from how many locations (based on
IP address). Stardock has a very liberal policy on its own software with
a very high number of installations allowed as long as it is coming from
alocal area. However, if we detect installations occurring in two
different geographical locations in a very short amount of time it will
raise a flag on our server.

What kinds of live statistics does Impulse Reactor offer? How does your
offering compare to that of SteamWorks?

(o]

SteamWorks is currently superior to Impulse Reactor in this regard.
Impulse Reactor can provide live data on downloads, activations, and
sales, as well as operating system, hardware (ATI/Nvidia) and other
types of data. However, we have not yet added APIs to let developers
insert tracking for in-game items like most popular weapons, most
played races, etc. into CVP. This is a planned feature for phase 5
(October 2009).

However, Impulse Reactor does have features that SteamWorks

AT AGT1 860 1T £EAO8 &1 O A @die dultiflayer2 A A
matchmaking on strategy games. Right now, a developer would need to
get both SteamWorks and GameSpy Arcade to achieve this
functionality. By contrast, Impulse Reactor provides both for free.
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How does the ability to re -download full games work via Impulse? How is this

validated?

(0]

Impulse (the client software) allows users to re-download entire
games with a valid serial number (which becomes permanently tied to
OEAO OOAOBO AAAT O1 60q AT A [ AEAO
security (N installs from M locations per day/week/month/year). The
tolerances are set by the publisher.

Is Games for Windows integration available? If so, do you force users to log -in
more than once?

(0]

AT AO £ O 7TET AT xO , EOA ET OACOAO
early nature of the GFWL program, but Stardock and Microsoft have
discussed how this would work. In effect, users would able to use the
Live.com or Impulse accounts to login. In either case, the publisher
would get the associated data (same arrangement as Bungie made for
Halo). All GFWL functions will be wrapped in Impulse Reactor so that
achievements, points, etc. made in a game can be handled with one API
(CVP will add additional APIs). Impulse Reactor will provide the link to
-EAOT O1 #0860 AAAEAT Ah xEEAE EAO
Microsoft. The informal agreement between Stardock and Microsoft on
this is to model it in the same fashion as our companies did for
DeskScapes and Windows DreamScene and WindowsBlinds and
Uxtheme (non-game projects).

If a user purchases a game from another ESD vendor with its ow n login
system, how is this handled by Impulse Reactor?

(o]

This scenario would be seamless to the user. The ESD vendor could
either have the game pop-OBD OEA Owl OAO Al AEI

1T 0i AAO6 AEAIT C 10 OEAU AT OI A EA
data without the user ever seeing it. This point needs to be

underscored z because ImpulseReactor.dll is a standard Windows
redistributable DLL, other ESD vendors can use it. We all use libraries
like binkw32.dll, d3dx9_35.dll, etc. ImpulseReactor.dll would be just
another DLL that developers could use to add additional functionality
to their products.

What other features or positives does Impulse Reactor offer?

(o]

(o]

o

o

AEAOABO 11 DAOAEI Oi ATAA EEO xEAO
It® available as either a library or as a wrapper (for most basic
services)

) 060 OAOU AAOU O1F OOA & O AAOGAIL
) Csécdre.

)y O AT AOGT 80 ATTTU Ai100i AOO OET A,
customers.

) 08 O A Atdsted fdk Ardoét b decade in various forms; it works in
all kinds of settings. o

) OB Ox AECE® AT A Al AOGT 60 OANGEOA O
alibrary (and if the wrapper is used, it& automated).

It puts the flexibility and decision-making into the hands of the
publisher. S

)y 080 OAOAEI AOEAT Al Uus

In the future, it will be a lot easier to port a library to console systems
than a client application, making multiplatform support a possibility.
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Why is Stardock offering Impulse Reactor for free?

(o]

There are three primary reasons for us to make this free z

1. Impulse Reactor provides an incentive for publishers to release their
titles non-exclusively on the Impulse digital distribution store.

¢8 7A xAT O O61 EAI P EiI pOI OA ddkiAg
Internet-based services seamlessly available to users.

3. We are committed to improving the user experience for customers of

PC games and applications when it comes to anti-piracy measures
while providing effective protection.
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